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[bookmark: _Toc462478989]Abstract of the contribution: This contribution provides an update to remove EN and clarify aspects of HTTP handling in the solution.
1	Discussion
An update to solution #7 in this contribution proposes text to address the editor’s note in 6.7.3.2
(Editor’s Note: Further enhancements for uplink traffic may be considered here or in another solution). 
The updates proposed here clarify that the UE may use internal mechanisms to manage the UE uplink sending queues and that no changes to the BSR procedures are needed.
The second update is to clarify aspects of E2E encrypted media packets. The update adds a second option for encrypted packets based on an unencrypted QUIC header extension to carry meta-data. This should be of interest to XRM as HTTP/3 (over QUIC) seems to have a high level of application provider/developer support due to the ability to design low latency media application with well-defined application side interfaces (WebTransport), privacy support and comprehensive transport support (meta-data, multiple streams per connection, options for error/congestion control or datagram). Updates to reflect this are primarily in 6.7.2 but also in 6.7.3.1.2 and 6.7.3.2.2.
2	Proposal
It is proposed to adopt the following changes into TS23.700-60.
[bookmark: _Toc510607461]		* * * * 1st Change (revision marked) * * * *
[bookmark: _Toc101526111][bookmark: _Toc104798824]6.7	Solution #7: Identification and importance of packets in PDU set
[bookmark: _Toc101526112][bookmark: _Toc104798825]6.7.1	Key Issue mapping
This solution addresses aspects of:
-	Key Issue#4 (PDU Set Integrated Packet Handling), and Key Issue#5 (Differentiated PDU Set Handling).
[bookmark: _Toc101526113][bookmark: _Toc104798826]6.7.2	Description
This solution is based on the usage of the RFC 3550 [9] RTP and HTTP [41] [42] [43] protocol to exchange data with the Application Server.
Network/user plane resources for media applications tend to be overprovisioned to guarantee a near real-time experience due to the rate variability inherent in these flows. However, the network can utilize scarce network resources better and defer packet forwarding or handle congestion better if it is aware of the importance of the coded media information and mark the packets of a PDU set accordingly. QoS handling also benefits from distinguishing a PDU set from adjacent ones.
XR media consists of audio, video, haptic and other data that has significant rate variability. It is conveyed between media application end points over a 5G core and radio network that experiences congestion, delay, and jitter. Media applications partition data into coding layers (e.g. video coding layer - VCL) that efficiently code the data into base layers and enhanced temporal, spatial and quality layers. The layered media data is mapped to network adaptation layers (NAL) that are suitable to be packetized and transported across the network. Each NAL unit transported in a data packet carries an indication of the priority and dependencies to other coding layers/NAL units.
The media payload with the NAL header is transported by RFC 3550 [9] RTP or RFC 3711 [10] SRTP. The RTP header contains sequence number, timestamp and M bit that are used to identify packets that belong to a PDU set. Payload information in NAL unit (NRI and Type) or experimental RTP extended header, draft-ietf-avtext-framemarking [11] provides information on the type of payload data and is used to determine the importance of the packet. For RTP transport with unencrypted header and payload, the payload header/NAL unit information can be used. SRTP transport where the payload is encrypted must rely on the extended header RFC 3550 [9] if available or on the application using different IP header fields (IPv6 flow labels, DSCPs, sending ports) that correspond to the level of importance of the encoded media.
Media payload for web based media applications is transported over HTTP/1.1[41], HTTP/2[42] or HTTP/3[43]. HTTP/1.1 may be inspected and packets may be identified as belonging to a PDU set. Payload information conveys the type of media encoded and can be used to classify its importance. However, HTTP/1.1 is inefficient (needs multiple TCP connections), insecure and has poor latency.
HTTP/2 on the other hand is relatively well suited for XR applications due to supports for dynamically multiplexed and prioritized streams (e.g., 6DoF media streams) in a single TCP connection. HTTP/2 also has and lower latency since there is no HTTP head of line blocking. However, the HTTP/2 connection payload carries dynamically multiplexed streams and may be encrypted, thus it is not practical to inspect at line-speed. The proposal here is to carry new meta-data in a new TCP option [44] in the packet along with the HTTP/2 media payload. The meta-data carried characterizes the HTTP/2 media payload in the packet. 
HTTP/2 relies on TCP transport and its congestion control mechanisms result in variable delays. Meanwhile, HTTP/3 uses a QUIC/UDP transport layer which is not in kernel and can have more flexibility with congestion control, but is otherwise like HTTP/2 for the purposes of this discussion. Since the QUIC transport is UDP based, this solution proposes to carry the new meta-data on the media payload in a new UDP option [45]. Another option is to use meta-data extension headers in QUIC to carry media packet information that can be used for packet QoS classification (based on IETF Media over QUIC (MOQ) [X]). 
NOTE: The definition of new TCP or UDP options should be coordinated with the IETF.
NOTE: Definition or extension of meta-data in QUIC headers should be coordinated with the IETF.
This solution assumes the following:
-	QoS handlers are presented with the same set of importance information and PDU set boundaries regardless of the format of the media transport or media codecs used.
-	Shallow packet inspection /meta-information from headers is preferable to minimize classification time.
-	Information in RTP headers, payload headers (NAL), extended RTP header and IP headers are sufficient to characterize importance and PDU set boundaries.
-	This solution does not depend on SDP, HTTP or other session signalling as they do not provide per packet information.
-	TCP or UDP options are sent between the transport endpoints (server and UE). The UPF only inspects the meta-data in TCP/UDP option.
A high level sequence and related clauses with procedure extensions:
1)	AF -> 5GC procedures to provision application preferences for filtering, PDU classification (clause 6.7.3.2.2)
2)	SMF provisions PFDs for media handling in UPF (clauses 4.18, 4.4.3.5 of TS 23.502 [3])
3)	During session establishment SMF provisions PDR in UPF (clause 4.2.3 of TS 23.502 [3])
4)	UPF classifies importance, packets of PDU set using rules provisioned (clauses 6.7.3.1, 6.7.3.2)
5)	UPF encodes importance, packets of PDU sequence mark in GTP-U extension header (clause 6.7.3.3).
	QoS handlers can use network resources more efficiently and deliver better e2e media transport.
The procedures in clause 6.7.3.1 describe how to identify media packets of a PDU set and differentiate packets of one PDU set from another. Clause 6.7.3.2 describes how to classify media packets of a PDU set by the level of importance and the information configured between the application (AF) and 5GC to support a customized importance by application (e.g. some applications may prioritize motion over quality). Clause 6.7.3.3 describes how to transport the QoS meta-information (importance, PDU sequence mark) across network entities in 5GS.
[bookmark: _Toc101526114][bookmark: _Toc104798827]6.7.3	Procedures
[bookmark: _Toc101526115][bookmark: _Toc104798828]6.7.3.1	Identifying Packets of a PDU Set
[bookmark: _Toc104798829]6.7.3.1.1	RTP
Packets belonging to a PDU set can be identified by inspecting a combination of fields in the RTP header (sequence number, timestamp, M bit) and RTP header extensions (e.g. IETF Frame Marking RTP Extension header, draft-ietf-avtext-framemarking [11]) and the media payload header (e.g. RTP payload NAL Unit Type field).


Figure 6.7.3.1.1-1: Identifying start and end of a PDU set
The first packet of a PDU set has an RTP header with new timestamp, a new Type field in NAL unit header and follows the sequence number of the packet with the RTP header M-bit set to 1 (i.e. sequence number is 1 greater than the packet with M-bit set to 1). Detection of the first packet may need a combination of fields since timestamp may not be incremented for enhanced layers (PDU set). If an RTP experimental extension header is present, the S-bit is set to 1. These fields can identify the start of a PDU set.
The last packet of a PDU set has the RTP header M-bit set to 1, or precedes packet /sequence number with new timestamp. If an RTP experimental extension header is present, the E-bit is set to 1.
[bookmark: _Toc104798830]6.7.3.1.2	HTTP
HTTP/1.1 packets belonging to a PDU set can be identified by inspecting the HTTP payload to determine start, the packets in between and the end. HTTP payload with the same timestamp and content type belong to a PDU set. Enhanced layers can be detected by the change in content type (while the timestamp may not be incremented). Out-of-order packet arrivals can be managed by tracking the TCP sequence number along with the content type of the packet.
HTTP/2 and HTTP/3 packets carry multiple streams that are dynamically ordered (i.e., their ordering is based on application priorities, network delays, etc.). The combination of dynamically ordered streams or possible encryption make it processing intensive to identify and characterize PDU sets at line-rate without additional meta-data.
Methods for HTTP/2 and HTTP/3:
1.	Combination of IP header fields and stream fingerprint
	UPF uses IP header fields (flow label, DSCP) to differentiate streams since a flow (single transport connection) has multiple dynamically ordered streams. Within an identified HTTP/2 stream, stream fingerprints (including packet size, burst, inter arrival time) is used to identify PDU set boundaries. Stream fingerprints are configured as described in 6.7.3.2.3. 

2.	New TCP / UDP option with media meta-data
	Media aware application server on N6 adds new TCP option [44] for HTTP/2 or UDP option [45] for HTTP/3 to carry meta-data on the codec (audio, video, haptics), media encoding in the packet (base layer, enhanced layers), timestamp and PDU set information (start/end of frame). For HTTP/3 QUIC/UDP meta-data to prioritize media with priority/importance [Y] and extensions to support other PDU set characteristics may be an option to be considered in coordination with the IETF.
	Since the meta-data is in a TCP/UDP option of the packet, no new routing/destination information is needed (unlike using a tunnel in N6)
[bookmark: _Toc104798831]6.7.3.1.3	PDU Sequence mark
A PDU Set is identified by a sequence number "PDU sequence mark" that is appended to all the packets of a PDU set (start to end packet). More than one bit may be used for the PDU sequence mark field if e.g. out-of-order packets span multiple PDU sets. For example, a 2-bit counter would cycle incrementally through 4 distinct PDU sequence marks using modulo arithmetic (i.e. mod-4 in this case) for each subsequent PDU set. This allows the QoS handler to make decisions based on the PDU set as a whole and differentiate from previous or subsequent PDU sets. The PDU sequence mark (PSM) is carried in GTP extension and further described in clause 6.7.3.3.
Since packets may arrive out-of-order, a packet with out-of-order sequence number may be part of a new PDU set. If the packet has a new timestamp and new media header fields, the packet belongs to a new PDU set and a higher PDU sequence mark (i.e. (current PSM +1) mod-n) is used to indicate that it belongs to a different PDU set.
[bookmark: _Toc101526116][bookmark: _Toc104798832]6.7.3.2	Classifying Importance of Packets in PDU Set
This clause describes how packets of a PDU set are classified based on the importance of the media payload it carries. Media payload header NAL (e.g. RFC 3711 [10], Frame Marking RTP Header Extension, draft-ietf-avtext-framemarking [11]) or RFC 3550 [9] RTP extended headers contain information on media priority and dependence and is further defined in clause 6.7.3.2.1 Media classification with HTTP payload is covered in 6.7.3.2.2.
Some PDU sets have a well understood importance (e.g. an independent frame has high importance, or a discardable frame has low importance) but in other cases applications may indicate a preference (e.g. an application that contains high speed motion may give higher importance to temporal enhancement PDU sets over spatial or quality data). PDU sets of enhancement layers (e.g. spatial, temporal) have a dependence on base layer PDU sets and are relatively less important than the base layer PDU sets that carry essential data. Applications can configure these preferences as defined in clause 6.7.3.2.2.
QoS handlers are provided with a PDU Priority Mark (PPM) that represents importance and dependence of PDU Set in terms of a linear priority value (e.g. high/medium/low, 0-7) PPM is related to PDU set delay budget, error rate and other parameters associated to each priority value. A QoS handler may use PPM along with PDU set boundaries to handle packets of PDU set in a flow without the need to understand the specifics of various coded media. The PPM can thus be extensible for new types of media.
The QoS model in clause 5.7 of TS 23.501 [2], is extended for media PDU handling as shown in Figure 6.7.3.2-1.


Figure 6.7.3.2-1: QoS Model with extension for Media PDU Classification
Protocol data units that arrive at a UPF with media classification functionality are filtered and classified based on origin (3-tuple) or 5-tuple flow information as defined in clause 5.6.7 of TS 23.501 [2]. Media PDU filtering information is provisioned in 5GC by the application (AF) and further details are in clause 6.7.3.2.2. If it is not a media PDU, the PDU bypasses the media filter and flow based QoS is handled as defined in clause 5.7 of TS 23.501 [2]. Media PDUs (that are filtered) are classified using RTP header/payload header information that identifies the importance of the packet payload and details are in clause 6.7.3.2.1. The importance information in PPM and sequence of PDU sets is carried in GTP extension header as outlined in clause 6.7.3.3.
The mapping from meta-information available in media transport is presented to the QoS handler as a scale of increasing/decreasing priorities in PPM (e.g. high/medium/low, scale 0-7). The PPM is only applicable for selective handling (e.g. deferring, dropping) of packets of PDU set within a flow. The actions that the QoS handler takes based on PPM is based on network conditions or other factors and implementation of the QoS handler and are not further defined here.
A UPF with media classification functionality follows the extended QoS handling below:
1.	PDU Set Marking:
	If an incoming packet matches media filter criteria and is not classified (i.e. does not have PPM), the media packet classifier uses rules configured in clause 6.7.3.2.2 to select PPM value by matching on RTP/payload header fields of incoming packet.
	If there is no match, packet is marked with PPM of lowest priority.
2.	Flow based QoS in clause 5.7 of TS 23.501 [2] is applied.
	The flow is processed using QoS defined in 23.501, 5.7. The PDB, PER, GBR, MBR remain the same and the rules are based on existing PDR for the PDU session.
3.	Extended QoS Handling for Media packets:
	Within the QoS rules for a flow, if PPM is available the QoS handler may use it to optimize handling of the packet (e.g. deferring, or selectively dropping when congestion exceeds threshold level). PDU set delay budget, error rate and other parameters associated to each priority value in PPM is used.
For classification of upstream packets, the UE is provisioned with PPM during PDU session establishment/modification based on S-NSSAI/DNN for the PDU session. The PPM rules are sent from 5GC to the UE in N1 SM Container defined in session management procedure in clause 4.3 of TS 23.502 [3]. PPM is used in the UE for mapping to the appropriate MAC transmission buffers. Buffer Status Report (BSR) procedures convey remaining uplink data to be transmitted in a Logical Channel Group (LCG) that corresponds to the Data Radio Bearer (DRB) and associated QoS priority. The UE may use application configuration or information in media headers to manage the UE uplink sending queues but no changes to the BSR procedures are needed.
[bookmark: _Hlk108622675]Editor's note:	Further enhancements for uplink traffic may be considered here or in another solution.	Comment by Futurewei: EN to be removed
[bookmark: _Toc101526117][bookmark: _Toc104798833]6.7.3.2.1	Mapping RTP/payload header values to PPM
Packets of a PDU set have a set of headers in IP, RTP transport and payload headers that can be used to assign an importance and dependence to other PDU sets. After the start of a new PDU set is detected, various header information can be used in each of the following cases:
1.	RTP (unencrypted header and payload).
	The RTP payload / NAL unit header with information on media coding priority, dependence (e.g. H.264 [19], SVC, draft-ietf-avtext-framemarking [11]) are used to map to per packet QoS priority values in PPM. Independent frames/PDU sets with no dependence are marked with the highest priority while PDU sets that carry temporal, spatial or quality enhancements are configured on a per application basis on the level of importance. This is further defined in clause 6.7.3.2.3.
2.	SRTP (unencrypted extended experimental header, encrypted payload).
	The experimental IETF draft with extended header (Frame Marking RTP Header Extension, draft-ietf-avtext-framemarking [11]) contains coded media information that can be used to map to a PPM value. For example, an "I" (independent/IDR frame with temporal independence) may be marked important, while selected LID/TID values (spatial/quality/temporal frames with dependence indicated by the value) may be of medium PPM priority and the others marked low.
3.	SRTP (unencrypted header, encrypted payload).
	The RTP unencrypted header does not provide meta-information to determine the coded media that is carried in the packet and the NAL unit header is part of the encrypted payload. Since the unencrypted headers don't convey enough information on the media carried, the application supplements by conveying different desired QoS handling priority by using different IPv6 flow labels, DSCP, sender ports. The values are configurable per application and is specified further in clause 6.7.3.2.3.
[bookmark: _Toc104798834]6.7.3.2.2	Mapping HTTP transport payload to PPM
The methods described in 6.7.3.1.2 include both identification of PDU sets and classification of packets with HTTP media transport.
1.	HTTP/1.1 (unencrypted header and payload)
	Content type, base and enhanced layers are detected by inspection of the media payload and mapped to per packet QoS priority values in PPM. Independent frames/PDU sets with no dependence are marked with the highest priority while PDU sets that carry temporal, spatial or quality enhancements are configured on a per application basis on the level of importance. This is further defined in 6.7.3.2.3
2.	HTTP/2 and HTTP/3 (dynamically ordered streams and possible encryption)
	The HTTP/2 or HTTP/3 headers do not provide meta-information to determine the coded media. 
	IP header fields (flow label, DSCP) are used to differentiate streams since a flow (single transport connection) has multiple dynamically ordered streams.
	If meta-data on the codec (audio, video, haptics), media encoding in the packet (base layer, enhanced layers), timestamp and PDU set information (start/end of frame)is available in TCP option [44] for HTTP/2 or UDP option [45] for HTTP/3, this information is used to classify and map to per packet QoS priority values. For HTTP/3, an option may be to use QUIC/UDP meta-data to prioritize media with priority/importance [Y] and extend in coordination with IETF to support other PDU set characteristics.
[bookmark: _Toc101526118][bookmark: _Toc104798835]6.7.3.2.3	Provisioning Application Information
This clause describes the provisioning necessary to filter the media PDUs and apply the QoS classification based on the importance that applications need for different media encoding. For example, a video stream that encodes significant motion may wish to prioritize PDU that have enhancement layers with temporal information over PDUs that carry quality.
Media Packet Filtering:
Application function (AF) signals the 5GC and provides details on the criteria by which to filter traffic carrying media traffic and then to the criteria by which to determine importance of a packet/PDU. Media traffic is identified using 3-tuple (server address/end user address, port protocol) or 5-tuple flow as described in clause 5.6.7 of TS 23.501 [2] (Application Function Influence on Traffic Routing).
Media Packet Classification:
The media traffic is then classified using the rules configured based the application priorities for the corresponding fields in RTP/SRTP transport or payload header. Some PDU sets have a well understood importance (e.g. an independent frame has high importance, or a discardable frame has low importance) but in other cases applications may indicate a preference (e.g. an application that contains high speed motion may give higher importance to temporal enhancement PDU sets over spatial or quality data).
The AF sends information to 5GC to configure default and application specific information:|
1.	Classification for RTP (unencrypted header and payload).
	The parameters configured include the following:
-	if NAL I flag set to 1, then PPM = high importance
-	NAL priority field values set for enhanced layers are mapped to PPM based on application preference for motion or quality.
-	if no configuration applies, default is PPM = low importance
2.	Classification for SRTP (unencrypted extended experimental header, encrypted payload).
	The parameters configured are based on RFC 3550 [9] RTP extension header:
-	if I flag is set to 1, PPM = high importance.
-	if D flag is set to 1, PPM = low importance.
-	TID/LID/TL0PICIDX values mapped to PPM based on application preference for motion or quality.
-	if no configuration applies, default is PPM = low importance.
3.	Classification for SRTP (unencrypted header, encrypted payload).
	The parameters configured include (one or more of) the following:
-	IPv6 flow label [12] values corresponding to application preference for importance of the PDU.
-	DSCP corresponding to application preference for importance of the PDU:
	(e.g. if DSCP = d1, PPM = high importance):
-	sending IP port and corresponding importance in PPM.
	(e.g. if sending port = p1, PPM = medium importance):
-	if no configuration applies, default is PPM = low importance.
4.  Classification for HTTP
	The parameters configured include the following:
 - parameters that fingerprint a stream including packet size, burst rate, inter arrival time
 - IPv6 flow label [12] values corresponding to application preference for importance of the PDU
 - DSCP corresponding to application preference for importance of the PDU
    (e.g., if DSCP = d1, PPM = high importance
 - if no configuration applies, default is PPM = low importance
These parameters are configured using PFD (Packet Flow Description) procedures in clause 4.18 of TS 23.502 [3] and clause 4.2.4 of TS 23.503 [4] as basis (AF -> NEF (PFDF) -> UDR). The SMF subscribes to PFDManagement services from NEF to retrieve the configuration as specified in clause 5.2.6 of TS 23.502 [3] (NEF Services). The SMF uses N4 PFD management procedure in clause 4.4.3.5 of TS 23.502 [3] to provision these PFDs in the UPF.
[bookmark: _Toc101526119][bookmark: _Toc104798836]6.7.3.3	Protocol Extensions
The classification of media PDU with PPM described in clause 6.7.3.2 and sequence of PDU sets described in clause 6.7.3.1 is carried to QoS handlers in RAN /other UPFs using GTP-U extension headers (clause 8.3.1 of TS 23.501 [2], TS 29.281 [16]). New GTP extension header fields are required for PPM /importance information and for boundaries/sequence of PDU sets.
An example of GTP-U encapsulation carrying the QoS media classification result is shown in Figure 6.7.3.3-1.


Figure 6.7.3.3-1: Example of QoS media classification in GTP-U extension
Figure 6.7.3.3-1 shows a sequence of PDU sets (I-frame followed by B-frames and P-frame). There are two sets of classification results that are carried in the GTP-U extension. The field with importance of each PDU defined as PPM contains the level of importance of each PDU set as described in clause 6.7.3.2. In the example here, 3 levels of importance are conveyed for a QoS handler to act on.
PDU set boundaries are identified as described in clause 6.7.3.1 and each of the PDU sets are marked with a sequence number i.e. PDU sequence mark (PSM) here shown as a single alternating bit in the figure. (A larger PSM may be used).
[bookmark: _Toc101526120][bookmark: _Toc104798837]6.7.4	Impacts on services, entities and interfaces

AF: procedures to provision application preferences for filtering, PDU classification (6.7.3.2.3)
UPF: Classification of importance, packets of PDU set using rules provisioned (6.7.3.1, 6.7.3.2). Encoding of importance, packets of PDU sequence mark in GTP-U extension header (6.7.3.3)
RAN: Ability to use the classification and importance information
UE: if a UE does not support TCP/UDP option, it will be ignored (i.e., no impact to UE).

		* * * * 2nd Change (revision marked) * * * *
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